
DISKRIPTO®

HIGH SECURITY DATA
PROTECTION SOLUTION FOR PCS

FOR YOUR EYES ONLY

DISKRIPTO® is an hardware-based Full Disk Encryption device that is designed to protect Data-at-Rest by 
encrypting content and securely sharing sensitive information, and can be used for several data categories 
including protection of Financial Data, Private Individual Data, Military Data, Government Data to meet 
regulatory and contractual requirements, and comply with audits.
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SATA Compatible: 1.5 Gbps, 
3 Gbps and 6 Gbps Data 

Transfer Rates Supported

 Operating System 
Independent

256 Bit AES Encryption

Full Disk Encryption (FDE)    

Designed To Be Compatible 
With FIPS 140-3 Level 4

Two-Level User 
Authentication

5.25” Form Factor

AES
256 BIT

Level 4 Compatible

FIPS
140-3

FULL DISC ENCRYPTION,  256 BIT AES, 
FIPS 140-3 LEVEL 4, MULTI-FACTOR 

AUTHENTICATION



significant requirements on government or private sector institutions, for encrypting content and securely sharing 
sensitive information.

DATA CLASSIFICATION

operating system, user data, temporary files and deleted files need to be encrypted. This process is called Full Disk 

on the disk is also encrypted simultaneously. Without the key used in encryption, all information on the hard drive is 
undecipherable to anyone including hackers and thieves.

FULL DISK ENCRYPTION

DATA PROTECTION

that is not passively stored at a stable destination, such as a 
central data warehouse, but is being processed at different 

parts and levels of IT architecture. Data in use may be in the 
stage of being generated, amended or updated, erased, 

or viewed through various interface endpoints. 
Typically, these interface endpoints are computer 

memory, processor cache or registers. 
Data-in-Transit is the term used for data on the 
move. The transfer of the data may be on a public 
and unsecure network such as the Internet, or may 

network via email, web or other secure or unsecure 
Internet protocols. On the other hand Data-at-Rest 

refers to computer data in persistent storage such 

reaches a storage destination, new layers of security can 
added. Encryption and password protection is the most 

typical kind of security procedure that is applied to data-at-rest.
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PURE HARDWARE BASED
DISKRIPTO®, being a hardware-based Full Disk Encryption solution, has many advantages over software-based 

®, which 

® for data 
protection, and it lowers the total cost of ownership. DISKRIPTO® is totally user transparent, therefore unlike any 
software-based solution, it is not subject to any software-based threats such as viruses and trojans.Since DISKRIPTO® 

and operation scenarios. DISKRIPTO® offers perfect data protection by encrypting every single sector of a hard disk 

Multi-factor authentication requires the presentation of two or more of the three independent authentication factors: 

® supports two-factor authentication, by combining a 

the system inhibits any transaction with the hard disk.

DISKRIPTO® components and functionality, including 
the employed algorithms, are designed to be 

is powered from the host system’s power supply with 
backup battery power for tamper monitoring when the 

host system is switched off. The system 
detects and prevents any 

algorithm used by 
DISKRIPTO®, is a proven, 

trusted and validated 
algorithm chosen by the 
National Institute of 
Standards and 

and is a 
FIPS-approved 
symmetric encryption 
algorithm that is used 

for protecting sensitive 
information.

FIPS-140 COMPLIANCE

AUTHENTICATION

DISKRIPTO® is bundled with a carefully designed 

device revocation, data backup and data recovery 
operations. The system depends on True Random 

authentication token can only be 
performed through the 

which should be placed in 
the physically secure 

Security clearance and 
physical security are 
required to access the 

of all system secrets is 
performed in an 
encrypted manner.

LOADING MANAGEMENT SYSTEM


