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Details Covered

• Login & Usage

• Multi Factor Auth & Auth (OTP, FaceID, FingerPrint, PhoneValidation)

• Client Agent

• Access Management
– Only Allowed,

– Quick Access List

• Access & Remote Management

• System Management
– Active & Connected User List

– Session Recording

– Session Sharing (Watch Only or Online Help)

– Session Recordings – Watch Online or Later
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Login & Usage
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Login & Usage
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Login & Usage

• Single Point of Auth

• SSO

• Support for;
– White-Labeling,

– Theme Selection,

– Configurational Infrastructure for market needs

• Support for;
– LDAP, 

– Active Directory, 

– OAuth
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Multi Factor Auth & Auth
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8Multi Factor Auth & Auth
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9Multi Factor Auth & Auth
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10Multi Factor Auth & Auth
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FaceID



11Multi Factor Auth & Auth
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Device Serial Number, MAC Address



Client Agent
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13Client Agent
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14Client Agent
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15Client Agent

• Can run central policies
– Checks virus protection software & last update time,

– Checks wether firewall is on,

– Checks OS version & last update time,

– Other
• BitLocker

• Has Camera

• Has Fingerprint

• Has TPM

• Shows and records CPU Usage

• Shows and records RAM Usage

• Shows and records Disk Usage

• Multi-language Support
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Access Management

ZTS – Zero Tolerance Security

21.09.2021 ALCHEMY SMART BİLGİ TEKNOLOJİLERİ



17Access Management
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Only Allowed & Quick Access List

CANLI-APP01

SSH

CANLI-APP02

SSH

CANLI-SQL-CLS01

DB

CANLI-SQL-CLS02

DB

SSH_STORAGE

SSH

TIS-APP

RDP

CANLI-APP01 CANLI-APP02



Access Management

• Allowed Access List

• Access List is managed by the System Administrators

• End Users are only allowed to use from the allowed list, not editable

• End User item selection

– Starting Session after entry of credentials

– Starting Session without knowing the credentials

– Credentials are changed day-by-day and kept in a vault
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Access & Remote Management
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Access & Remote Management
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Access & Remote Management

• Sample screen for a session,

• Allows full control if permitted,

• Web-based Access,

• No need for any installations,
– RDP, 

– Putty, 

– WinSCP, 

– FileZilla,

– MS Office Tools,

– Other Applications
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System Management
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23Active & Online Users
System Management
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24Active & Online Users

• Active User List

• Active & Online User List
(User who is currently connected to a system)

• Quick Access Link to watch Active Session

• Quick Access Link to terminate Active Session

• Multi Selection, Multi Management

System Management
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Session Recording
- System Management
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26Session Recording
System Management

Kullanıcı Adı Başlangıç Zamanı Bağlantı Süresi Bağlantı Adı Sunucu Bağlantı Kaydı
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27Session Recording

• Session recording interface keeps record of everything,

• Session recording interface also keeps a online saved video file,

• Watch Only Mode,

– Sessions are available for watching online by system administrators

– Sessions are available for watching online by any allowed user

• Online Support Mode,

– Sessions are available for online support by system administrators

– Sessions are available for online support by any allowed user

System Management
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Later Watching
– System Management
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29Later Watching
System Management
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30Later Watching

• Connection History over an asset,

• Watch recorded sessions,

• Recorded sessions are at mp4 format,

• Watch sessions online

System Management
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Current Situation
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32ZTS – Zero Tolerance Security

• Currently we are making PoCs at some of the Turkish governmental

organisations,

• PoC with TürkTelekom is planned, will start soon,

Current Situation
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33Comparison Table
Current Situation

# MAIN FEATURES

OTHER – ZTNA Solutions

Zero Trust Network Access System

ALCHEMY – Zero Tolerance Security

Zero Trust Network Access System

1 service-initiated ZTNA SUPPORTED SUPPORTED

2 client-initiated ZTNA SUPPORTED Developing

3 Web Based Web + Agent installation
Totally web-based solution, no need for

installation on neither at clients nor servers

4 Multi-factor authentication SUPPORTED SUPPORTED

5 User Touch only authorizated servers SUPPORTED SUPPORTED

6 Record user Activity real time SUPPORTED SUPPORTED

7 Join active connection SUPPORTED SUPPORTED

8 Start-to End logging SUPPORTED SUPPORTED

9 Multi Language support SUPPORTED SUPPORTED (English, Turkish, Russion)
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34Future Plan

• Better user experience,

• Better user interface,

• Better client agent & reporting,

• Better server agent & reporting,

• Proxying DB Connections,

– Allow, Disallow operations

Subjects we currently work on
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