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| Details Covered

* Login & Usage
« Multi Factor Auth & Auth (OTP, FacelD, FingerPrint, PhoneValidation)
* Client Agent

* Access Management

— Only Allowed,

— Quick Access List
* Access & Remote Management
« System Management

— Active & Connected User List

— Session Recording

— Session Sharing (Watch Only or Online Help)
— Session Recordings — Watch Online or Later
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| Login & Usage 5

YA ALCHEMY

SIFIR TOLERANS
GUVENLIK

Kullanici Adi

Parola
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| Login & Usage

Single Point of Auth
SSO

Support for;

— White-Labeling,

— Theme Selection,

— Configurational Infrastructure for market needs
Support for;

— LDAPR

— Active Directory,
— OAuth
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Multi Factor Auth & Auth VgV
oTP

A Sifir Tolerans Gavenlik X + X = X

< C @ sectellme.com.r/# 0o v @ :

Hesabinizda gok faktorli kimlik dogrulama etkinlestirildi.

Kayit islemini tamamlamak icin asagidaki barkodu telefonunuzda veya cihazinizda
iki faktorlii kimlik dogrulama uygulamasiyla tarayin.

* Detalils: Goster

Barkodu taradiktan sonra, kaydin basarili oldugunu dogrulamak icin goriintilenen
6 basamakli kimlik dogrulama kodunu girin.

pogru\ama Kodu
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Multi Factor Auth & Auth VoV
oTP

Lutfen kimliginizi dogrulamak igin kimlik dogrulama kodunuzu
| girin.
|

Dogrulama Kodu
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Multi Factor Auth & Auth v 10

FacelD
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Multi Factor Auth & Auth v

Device Serial Number, MAC Address

'A' ALCHEMY Alchemy ZTMA Windows Agent

Isletim Sistemi Bilgileri
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| Client Agent ME

Client Security

YW ALCHEMY
A\

Zero Tolerance Security
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Client Agent M

Client Security
'A' ALCHEMY Alchemy ZTNA Windows Agent
CY INFORMATION

13% 89%

Cpu Usage Disk Usage
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Client Agent

Client Security

« (Can run central policies
— Checks virus protection software & last update time,
— Checks wether firewall is on,
— Checks OS version & last update time,
— Other
 BitLocker
« Has Camera
« Has Fingerprint
 Has TPM
« Shows and records CPU Usage
» Shows and records RAM Usage
« Shows and records Disk Usage

« Multi-language Support
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Access Management YA

Only Allowed & Quick Access List

SON BAGLANTILAR 2 alchemy -
CANLI-APPO1 CANLI-APPO2

BAGLANTILAR Fitre
CANLI-APPO1 CANLI-APP02 CANLI-SQL-CLS01 CANLI-SQL-CLS02

SSH_STORAGE TIS-APP
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| Access Management

Allowed Access List
Access List is managed by the System Administrators

« End Users are only allowed to use from the allowed list, not editable

* End User item selection
— Starting Session after entry of credentials
— Starting Session without knowing the credentials
— Credentials are changed day-by-day and kept in a vault
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| Access & Remote Management ?

& C @ 08 tellme.com.tr, o @ N @ =

Spring Boot Security u... Requesting HERE OAu.. Usage Examples — Py... @) Docker Master Binaries [ HUYSERVERT - User2 iV Openld Connect ve O.. € Simple PHP exemple... [ aquafonicks
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%

| Access & Remote Management

Sample screen for a session,
Allows full control if permitted,

Web-based Access,

No need for any installations,
— RDP

— Putty,

— WinSCP

— FileZilla,

— MS Office Tools,

— Other Applications
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Active & Online Users

System Management

AYARLAR

& alchemy ~
Aktf Oturum Baglant Giinlugi Kullanicilar Guruplar Sunucu Baglantilari Ozellikler

Bu sayfa su anda aktif olan baglantlarla doldurulacaktr. Listelenen baglantilar ve bu baglantilarn kesme yetenegi, erisim seviyenize bagldir. Bir veya daha fazla oturumu sonlandirmak istiyorsaniz, bu oturumilarin yanindaki kutuyu isaretleyin ve Oturumlan Sonlandir 1 iklayin. Bir oturumu
kapatmak, kullamicinin ilgili baglantiyla olan baglanhisini aninda kesecektir.

Oturumu Sonlandir
Filtre

Kullanici Adl ~

Baslangi¢ Zamani Sunucu
alchemy 20-09-2021 13:48:02

10.10.10.1

Sunucu Baglantisi

kmaster
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Active & Online Users P

System Management

o Active User List
o Active & Online User List

(User who is currently connected to a system)

 Quick Access Link to watch Active Session
 Quick Access Link to terminate Active Session
» Multi Selection, Multi Management
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v

| Session Recording Y2

System Management

<« C o QO B nitps;//sectellme.com.tr/#/settings/mysgl/history bk & =8
8] Import bookmarks... &) Getting Started % MIT App Inventor W' DO-1788 - Wikipedia ) GitHub - kwonghung-... .£. Spring Boot Security u... Requesting HERE OAu... Usage Examples —Py... 3 Docker Master Binaries [ HUVSERVER1 - User2 ({V Openld Connectve 0.. () SimplePHP example... [0 aquafonicks 3
AYARLAR 2 alchemy ~

Aktif Oturum Baglanh GlinlGga Kullanicilar Guruplar Sunucu Baglanhlari Ozellikler

Gegmis baglantilarin kayitlar burada listelenir ve siitun basliklanina tiklanarak siralanabilir. Belirli kayitlari aramak iin bir filtre dizesi girin ve Ara y1 tiklayin. Yalnizca saglanan filtre dizesiyle eslesen kayitlar listelenecekdtir.

1
-

Toplam: 299 Kayit (1 - 10 arasi) I'.x.u

Kullanici Adi Baslangigc Zamani Baglanti Suresi Baglanti Adi Sunucu Baglanti Kaydi
alchemy 20-09-2021 13:47:00 40 seconds kmaster 10.10.10.1 lzle
alchemy 20-09-2021 10:11:53 20 seconds kmaster 10.10.10.1 lzle
alchemy 20-09-2021 09:21:20 2 seconds SSH_Storage 10.10.10.1 lzle
alchemy 20-09-2021 09:18:20 3 minutes SSH_Storage 10.10.10.1 lzle
alchemy 20-09-2021 09:14:27 6 seconds SSH_Storage 10.10.10.1 lzle
alchemy 20-09-2021 09:14:19 3 seconds winrdp 10.10.10.1 lzle
alchemy 20-09-2021 09:14:12 3 seconds Rdp_withoutpassword 10.10.10.1 lzle
alchemy 20-09-2021 09:13:48 17 seconds kmaster 10.10.10.1 lzle
alchemy 21-06-2021 18:33:43 6.5 minutes kmaster 10.10.10.1 lzle
alchemy 17-06-2021 22:49:49 29.9 minutes SSH_Storage 10.10.10.1 lzle
alchemy 17-06-2021 22:35:55 1.1 minutes SSH_Storage 10.10.10.1 lzle
alchemy 17-06-2021 22:35:48 3 seconds winrdp 10.10.10.1 lzle
alchemy 17-06-2021 22:35:40 3 seconds Rdp_withoutpassword 10.10.10.1 lzle
alchemy 17-06-2021 22:34:08 6 seconds kmaster 10.10.10.1 lzle
alchemy 21-04-2021 11:23:09 25 seconds winrdp 10.10.10.1 lzle
Support1 21-04-2021 11:21:54 1.8 minutes winrdp 10.10.10.1 lzle
enes.acun 21-04-2021 10:33:06 9.3 minutes winrdp 10.10.10.1 lzle
alchemy 21-04-2021 10:17:33 9 seconds winrdp 10.10.10.1 lzle
alchemy 21-04-202110:17:12 19 seconds winrdp 10.10.10.1 lzle
enes.acun 21-04-2021 10:16:21 3.3 minutes winrdp 10.10.10.1 lzle v
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Session Recording i

System Management

 Session recording interface keeps record of everything,
 Session recording interface also keeps a online saved video file,
« Watch Only Mode,

— Sessions are available for watching online by system administrators
— Sessions are available for watching online by any allowed user

* Online Support Mode,
— Sessions are available for online support by system administrators
— Sessions are available for online support by any allowed user
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Later Watching V2

System Management

> @ O 8 tellme.com.tr, w ® N @ =
3) Import bookmarks... & Getting Started %° MIT App Inventor W’ DO-1788 - Wikipedia €) GitHub - kwonghung-... 2. Spring Boot Security u. Requesting HERE OAu... [E] Usage Examples — Py... @) Docker Master Binaries [ HUYSERVERT - User2 \§ Openld Connectve O... () Simple PHP example... [ aquafonicks
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Later Watching ¥ 30

System Management

* Connection History over an asset,

« Watch recorded sessions,

Recorded sessions are at mp4 format,
« Watch sessions online
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ZTS — Zero Tolerance Security Y5

Current Situation

« Currently we are making PoCs at some of the Turkish governmental
organisations,
» PoC with TurkTelekom is planned, will start soon,
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Comparison Table

Current Situation

MAIN FEATURES

service-initiated ZTNA

OTHER - ZTNA Solutions
Zero Trust Network Access System

SUPPORTED

ALCHEMY - Zero Tolerance Security
Zero Trust Network Access System

SUPPORTED

client-initiated ZTNA

SUPPORTED

Developing

Web Based

Web + Agent installation

Totally web-based solution, no need for
installation on neither at clients nor servers

Multi-factor authentication

SUPPORTED

SUPPORTED

User Touch only authorizated servers

SUPPORTED

SUPPORTED

Record user Activity real time

SUPPORTED

SUPPORTED

Join active connection

SUPPORTED

SUPPORTED

Start-to End logging

SUPPORTED

SUPPORTED

21.09.2021

Multi Language support

SUPPORTED

ALCHEMY SMART BILGI TEKNOLOJILERI

SUPPORTED (English, Turkish, Russion)




Future Plan M7

Subjects we currently work on

» Better user experience,
 Better user interface,

 Better client agent & reporting,
» Better server agent & reporting,

* Proxying DB Connections,
— Allow, Disallow operations
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Tesekkdirler...

Q

ALCHEMY SMART BIiLGiI TEKNOLOJILERI
ODTU TEKNOKENT,

BiLiSIM VE INNOVASYON MERKEZI,

280/G NO.1228,

CANKAYA, ANKARA, TURKEY



